AJIPY Il

NudopmannoHHOe TUCHMO

MacwmabHaa pegpopma 3akoHO0ameabCcmaea 0 NePCoOHANbHBIX
JaHHbIX U UHPOpMauuU

19 uionga 2022 ropaa

YBa)kaeMble Aambl 1 rocroaal

Xotenu 661 coobwmTh BaM, uto B mione 2022 roaa MpesnaeHT PO noanucan psa 3akOHOB,
npeaycMaTpyBaloLLmMX MaclUTabHble 3MeHeHns B 0611aCTU perynmMpoBaHns NEPCOHANbHbIX AaHHbIX,
KOHDMAEHUMANBHOCTM U 3almThl MHPOPMaUUK. 3aKkoHoAaTeNbHbIE HOBEMIIbI BKIKOYAIOT B Cebsi:

e 3HauuTenbHble u3MeHeHus B PepepanbHbii 3akoH N2 152-03 «O nepcoHasibHbIX AaHHbIX»
(«3aKoH o0 nepcoHasibHbIX AaHHbIX>), Kacalolwmecs cdepbl ero NpUMEHeHNs, HOBbIX NPaBui
TpaHCrpaHW4YHOM Nepeayn NepcoHaNnbHbIX AaHHbIX, YBEAOMIEHU POCKOMHaA30pa O BO3HMKLLIMX
NHUMAEHTaX, CBsA3aHHbIX C 6€30MacHOCTBIO M KOHMPUAEHUMANBHOCTBIO NEPCOHANBHLIX AAHHbIX,
LONONHUTENbHBIX rapaHTUi ANl Cy6bekTOB NEepPCOHaNbHbIX AAHHbIX U T.4.

e HoBble npaBuna pasMeLLeHns 6MOM€Tle-IeCKMX AaHHbIX rpaXaaH B EavHoi 6MOMeTpW-IECKOﬁ
cucreme

o [losiBNeHne NpaBoBOro pexmnMa KOHTPCAHKLUMOHHOW MHGOpMaumm 1 obLiero 3anpeta Ha ee
pacnpocTpaHeHne

e BBepeHne agMMHUCTPaTUBHbLIX WTPaAdoB 3a HapyLlweHe GeagepanbHOro 3akoHa N2 236-03
«0 [eaTenbHOCTU MHOCTPaHHbIX IOPUANYECKMX UL B ceTU UHTEpHET Ha TeppuTopun Poccuiickoi
depnepaumn» («3aKoH 0 npusemneHnn IT-KOMNaHUn»).

Mbl XoTenm 6bl NpeAcTaBUTb BaM KItoUEBbIE M3MEHEHMS, KOTOPbIE HEOBXOANMO YUUTbIBATb
POCCMIACKMM U MeXZAYHAapPOAHbIM KOMMaHMSIM Mpy OCYLLECTBIEHNN CBOEN AeATENbHOCTY.

PecdopMa 3aKoHOAaTENILCTBA O NEPCOHAJIbHbIX AaHHbIX!

dKCTeppUTOpUasibHas 3aKOH 0 NEePCOHasbHbIX AAHHBIX OYyAET NPUMEHATHLCS
ccepa npuMeHeHus K MHOCTPaHHbIM KOMMaHWsM, €Ci OHU 06pabaTbiBatoT
NepcoHasibHble AaHHbIE POCCUMCKMX MPaXKaaH Ha OCHOBaHMK:

e [OroBOpa WM MHOIO COrnalleHunsi, CTOPOHO KOTOPOro
SABNSETCA rpaXkaaHnH PO

e cornacvsi Ha 06paboTKy NepCcoHasbHbIX AaHHBIX MPaXXAAHWUHA
PO.

Taknum 06pasoM, Koraa MHOCTPaHHbIM onepaTop 3akodaeT
cornaiueHne um (1) Nosy4yaeT cornacme oT POCCUIACKOro
rpaXkaaHuHa, pOCCUINCKOE 3aKOHOAATENBbCTBO O NEPCOHASIbHbIX
AaHHBIX MPUMEHSIETCA MO YMOJIYaHUIO, BKITHOYas TpeboBaHMUs O
NTOKaNM3aummn NepcoHanbHbIX AaHHBIX.

! 3akoHonpoekT N2 101234-8 «O BHeceHuM u3MeHeHuit B PeaepanbHblii 3akoH «O NepCoHaNbHbIX AaHHbLIX», OTAENbHbIE
3aKoHodaTeNbHble akTbl Poccuiickoit depepaumMn M NpuU3HaHUMM  YTpaTWMBLUEW CUNTy 4YacTW YeTblpHaguaTon cratb 30
denepanbHOro 3akoHa «O 6aHkax M 6aHKOBCKON AEATENbHOCTU». YKasaHHbIE BhILLIE MOMOXKEHNUS BCTYNaT B cUy ¢ 1 ceHTa6ps
2022 r., KpOMe HOBbIX MPaBW O TPAHCrPAHUYHOM Nepeaave NepcoHasbHbIX AaHHbIX, KOTOpble BCTYNAT B cuny ¢ 1 MapTa 2023 r.
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Hanpumep, Ha undpoByto NNaTopMy, HE «HamnpaBEHHYIO» Ha
POCCUMCKMNIA PbIHOK, pacrpoCTPaHSIETCA AEUCTBUE 3aKOHa O
NnepcoHasnbHbIX AaHHbIX.

OTBETCTBEHHOCTb Poccuiickmii onepaTtop, U MHOCTPaHHLIM 06paboTumnk («nmuo,
MHOCTPaHHOro ocyulecTBnstoLee 06paboTKy NepcoHasibHbIX AaHHbIX MO NOPYYEHUIO
o6paboTumka ornepaTtopa») Tenepb HECYT PaBHYO OTBETCTBEHHOCTL B Clly4ae

HapyLleHnA 3aKoHa o NepCoHabHbIX AAHHbIX.

B cBA3K C 3TUM Mbl pekOMeHayeM BKoYaTb B NOpyveHne Ha
o6pa60TKy NEPCOHabHbIX AAaHHbIX MONOXEHUA O pacnpeaeneHnmn
PUCKOB, YTOGbI c6anchprBaTb MHTEPECHI CTOPOH B CJly4ae yTEYKN
AaHHbIX UKW ApYroro HapylweHu4.

HoBble npaBusa Onepatop Tenepb 0693aH yBeAoOMNATbL POCKOMHaA30p, a B
TPaHCrpaHUYHOMU HEKOTOPbIX Cly4yasx - NnosyyaTb pa3peLleHne perynsaTopa, nepea
nepegaum OCYLLECTB/IEHMEM TPAHCIPaHUYHON NepeaayYn nepcoHanbHbIX

NepPCOHAJIbHBIX AaHHbIX | AaHHbIX.
MpeaycMOTpeHO 2 pexxuMa TpaHCrpaHMYHON nepeaaym:
a) lMepenava AaHHLIX B «aAe€KBaTHbIE» CTPaHbI:

e MnepcoHasnbHble AaHHblEe MOryT HbITb NepeaaHbl Ha
OCHOBaHMK yBeaoMeHns PocKOMHaa3opa

e B Nepuoa pacCMOTpPEHUA yBEAOMNEHUSA rnepeaada
HE 3anpeLleHa.

b) MNepenaya faHHbLIX B «HeaAeKBaTHbIE» CTPaHbI:

o [lepcoHanbHble AaHHble MOryT 6bITb NepeaaHbl TPETbEMY
NWLY 3a rpaHuuy ¢ paspelleHns PockoMHaa3opa

o [epegaya nepcoHanbHbIX AaHHbIX 3@ MPaHULY HE MOXET
ObITb OCYLLECTBIIEHA [10 MOJYYEHNs COOTBETCTBYIOLLErO
pa3pelueHns PockoMHaa3opa

o [lepcoHanbHble AaHHbIE MOMYT BbIThb NepeaaHbl 3a rpaHuLy
[0 MOJTyYEHNS pa3peLLEeHUs], eC/iM 3TO HEOOXOAMMO NS
3aLLUNTI XXU3HW, 310POBbS /UMM UHBIX XXU3HEHHO BaXKHbIX
MHTEPECOB CY6beKTa MEPCOHAsbHbIX AaHHbIX U APYrUX
nmy,

YBeaoMrieHve onepaTopa 0 TpaHCrpaHWMYHOW Nepesaye AaHHbIX
paccMaTpuBaeTcst POCkoMHaa30poM B TeveHne 10 aHel.

YBepomneHme 06 yrteyke | Hosble 0653aHHOCTY onepaTopa NepcoHasbHbIX AaHHbIX,
nepcoHasibHbIX A@aHHbIX | HanpaBfEHHbIE HA NPeAOTBPALLEHNE YTEYEK AaHHbIX, BK/IHOYAIOT B
cebsa cnepyiolee:

o HOBbII 3aKOH YCTaHABMBAET [IBYXLUIATOBYIO MPOLEIypy
yBenoMeHs: POCKOMHAA30pa O HapyLleHWU 6e30nacHoCTy
1 KOHOUAEHUMANBHOCTU NEPCOHANBHBIX AAHHbIX:

a) B Teuenne 24 yacos: yBegomneHue o (i) npuyumnHax
nHumaeHTa, (i) npegnonaraemMom yuepbe, (iii)
npeanpuHATLIX Mepax 6e3onacHoctu 1 (iv) cBeaeHust 06
YNONHOMOYEHHOM AO/HKHOCTHOM SiMLe onepaTtopa Ans
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B3aMMOAENCTBUA C POCKOMHa30pOM B CBSI3U C
UHLMAEHTOM.

b) B Teuenve 72 yacos: yBeaomneHue o (i) pesynbratax
BHYTpPEHHero paccnefosanus u (i) nuuax,
OTBETCTBEHHbIX 33 UHLUMAEHT.

e OnepaTtop 0b6s13aH obecneurBaTb B3aMMOAEUCTBME C
FocCOlMKA?, BktoYas MHGOPMUPOBAHMWE O NOBbIX
KOMMbIOTEPHBIX MHUMAEHTaX, MOBEKLUMX HENPaBOMEPHbIM
[OCTYN, pacnpocTtpaHeHve n (Mnn) nepegayvy nNepcoHasbHbIX

[L@HHBIX.
C6op 6uomMeTpurUecKux OnepaTop He MOXET 0TKa3aTb CYybbeKkTy NepcoHasnbHbIX AaHHbIX B
AaHHbIX 06CnyXXnBaHWUK, eCn OH OTKA3bIBAETCS NPeaoCTaBUTbL CBOM

6MOMETpW-IeCKVIe AdHHbIE.

AononHuTenbHble OnepaTtopbl Tenepb AOMKHbI YOeanTbCs, YTobbl CriesyioLimne
rapaHTUM npas [0rOBOPHLIE YCN0BUS BbINM UCKTIOYEHB! U3 COFNALLIEHUIA C
Cy6beKTOB JAHHbIX Cy6bekTaMu NepcoHasibHbIX AaHHbIX, ¥ MPOBOAUTL AODKHYHO

MPOBEPKY C YUYETOM HIDKEYKA3aHHbIX OrpaHUYEHWI:

e [OJIOXKEHNA, OrpaHU4MnBalolmMe npasa 1 csobogbl Cyﬁ'beKTOB
NEePCOHalbHbIX AaHHbIX

e MOJIOXKEHUA, YCTaHaBMBalowWmne cnyyan 06p660TKl4
NepCOoHa/bHbIX AaHHbIX HECOBEPLUEHHONETHUX

e MOJSIOXEHUs, NpeaycMaTpuUBatoLLmMe MonYaHue cybbekTa
MepCoHasibHbIX AaHHLIX B KAQYECTBE YC/IOBUSI 3aK/HOYEHMS
AOroBopa.

OTBeTbl Ha 3anpochl YCTaHOBNEHHbIE 3aKOHOM CPOKWM OTBETa Ha 3anpockl PockoMHaa3opa
N Cy6bEeKTOB AaHHbIX CoKpalleHbl ¢ 30 aHel no 10 aHell.

Monutuka MonuT1Ka KOHPUAEHUMANBHOCTU A0MKHA BbITb PaCcronoXeHa
KoHdbMAEHLNaNbHOCTH Ha Kaxk[oW CcTpaHuLe BebcaliTa onepaTopa, C NMOMOLLbIO KOTOPOi
Ha caiTe OCYLLECTBNSIETCS CHOp MepPCOHasbHbIX AaHHbIX NOMb30BaTENEN.

PasmelwieHne 6uometpum B EquHoi 6uoMeTpuueckoii cucreme’

[oCcyaapCTBEHHbIE U MyHULMMAsbHBIE OpraHbl 06s13aHbl NepefaBaTh B eAnHY0 GUOMETPUYECKYHO
cuctemy («EBC») BMOMETPUYUECKME AaHHbIE MPaXKaaH, KOTOpblE OHW cobpanv B paMKax CBOEi
[eaTeNIbHOCTV MpW YCIoBMK UX MH(OpMUpOoBaHUs. Cornacue rpaxkaaH ans 3Toro He Tpebyercs.

KoMMepueckue opraHmsauum rnonyyat BO3MOXKHOCTb UCMO/b30BaTh AaHHble n3 EBC ans
naeHTudmKaummn rpaxkgaH ¢ mapta 2023 roga.

2 [ocynapcTBeHHas cucTeMa o0bHapyXXeHWs, NPeaynpeXxaeHns U NMKBUAALMK NOCNEACTBUN KOMMbIOTEPHBIX aTak.

3 3akoHonpoekT N2 946012-7 «O BHECEHMM W3MEHEHUN B cTaTbu 14 u 14-1 depgepanbHoro 3akoHa «06 MHboOpMauum,
MHOPMALMOHHBIX TEXHONOMMAX U O 3aluTe MHbOopMauMmM» U cTaTtbio 5 defepanbHoOro 3akoHa «O BHECEHMU U3MEHEHWIN B
oTaeNbHblE 3aKOHOAATeNbHbIE akTbl Poccuiickont deaepaummn».
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BBeaeHne NOHATUS «KOHTPCAaHKLMOHHOWU uHpopMauun» 4

PacnpocTpaHeHne KOHTPCaHKLIMOHHOW MHdopMaLImMu, T. €. Noboi MHbOopMaLMK O cAenKax,
pa3rnallieHne KOTOpOoi MOXET MOBJIEYb HANOXEHNE S3KOHOMMYECKUX CaHKLMIA NpoTuB Poccuu,
Tenepb 3anpeLieHo 3a HECKONbKUMM UCKITIOUYEHNUSIMU.

Mbl pekOMeHAYEM NPOaHaN31pPoBaThb CYLLECTBYIOLLME AOFOBOPbI C KOHTPAreHTamMm Ha npeameT
NPUMEHMMOCTM HOBbIX MPaBWA M BKJIIOUYUTb B HUX MOSIOXKEHMSI, 06513bIBatOLLME CTOPOHbI PACKpbIBaTb
APYr ApYry, MOXET N Kakas-n1Mbo MHGopMaLms paccMaTpyBaTbCs Kak KOHTPCAHKLMOHHaAS,
NOPSIAOK TaKoro PacKpbITUS U T. A.

LUTpadbl 3a HapyweHue 3aKoHa O NpusemMsieHnn®

Tak Ha3blBaeMbl 3aKOH O Npu3eMseHun IT-KoMNaHWi BCTyNuA B NOAHYKO cuny 1 sHeapst 2022
roaa, KOTopbIM 06513bIBaeT HEKOTOPbIX MHOCTPaHHbIX IT-KOMMaHWi, noanajatowmx noa KpUtepun B
3aKoHe:

e co3faTb punmnan, NpeacTaBUTENBLCTBO MM YNOTHOMOYEHHOE IOPUANYECKOE L0 Ha
TeppuTopun Poccuu;

e 3aperncTpupoBaTh NINMYHbINA KaBUHET Ha caliTe PockoMHaa30pa;

e  pa3MeCTUTb Ha CBOEM pecypce 3/1EeKTPOHHYI0 hopMy Ans 06paTHOW CBA3M C POCCUACKUMU
rpaXxaaHamMm UM OpraHU3aUnsMu;

e  YCTAQHOBWTb NPOrpaMMy Ansl NOACYETA ayaAUTOPUMN.

Tenepb 3a HapylueHWe 3akoHa NpeayCMOTPeHa aAiMUHUCTPATUBHAs OTBETCTBEHHOCTb. Hibke
npuBeaeHs! WTpadbl 33 HECKOBKO M3 BBEAEHHbIX NPaBOHAPYLUEHWIA.

[l

HeBbINOMHEHWE YCIOBUI NPU3EMTEHMS [o 1/10 roposoi BbIpy4KkW uin Ao 1/5 roaosoi
BbIPY4KM 33 NOBTOPHOE HapyLUeHue.

oy

c—0

O6paboTka NepcoHanbHbIX AaHHbIX POCCUACKMX  [1o 6 MUIMOHOB py6nei u Ao 18 MUAIMOHOB
rnosib3oBaTenel B Clydae Ha/loXXeHUs 3anpeTa py6neli 3a NOBTOPHOE HapyLleHue
PockomHagzopom

4 3akoHonpoekT N2 135977-8 «O BHECEHUM U3MEHEHUI B OTAESbHbIE 3aKOHOAATENbHbIE aKTbl Poccuiickoit depepaumm u o
NPUOCTAHOB/IEHNM [ENCTBUSA OTAEMNbHbIX MOMOXKEHWUI 3aKOHOAATENbHBIX akToB Poccuiickon ®eaepaumnns.

5 3akoHonpoekT N9 84631-8 «O BHeceHUn uaMeHeHuit B Kogekc Poccuiickoin ®eaepaumm 06 aaAMUHUCTPATUBHBIX
NpaBOHaPYLUEHNSX».
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[o 700 000 pybnei

HenpegocraBneHme B PockoMHaa30p
CBeNEHWUI, HEOBXOAUMBIX AN BEIEHUS
peecTpa MHOCTPaHHbIX KOMMaHUIA, Ha KOTOPbIX
pacnpocTpaHseTCsl AEMCTBUE 3aKOHa O
npu3eMneHnum

Mbl HageeMcs1, YTO MHpOopMaUns, NPeACcTaBeHHas B HAaCTOSLWEM MHMOPMaUMOHHOM NucbMe, ByaeT
ans Bac nonesHoit. Ecin kT0-n11Mb0o 13 Balmx Konner Takxe xoTen 6bl Nosy4YaTb Hallum
MH(OPMALIMOHHBIE NMMUCbMA, NOXaNyMWCTa, HanpaBbTe MY CChIIKY Ha 3MIEKTPOHHYIO (popMy MOAMNMUCKN.
Ecnm Bbl XxoTUTE y3HaTb 60sblue 0 Hawen [pakTuke 3almnThl AaHHbIX U knbepbe3onacHocTy Um
TMT nHAYyCTpUM, HaNUWKTE HaM 06 3TOM B OTBETHOM NMcbMe. Mbl ByaeM pagbl HanpasuTb BaM Halum
martepuarbl.

lpumedanne.: O6paiyaem Bale BHUMAHNE Ha TO, YTO BCS MH@POPMaLms Oblia B3ITa U3 OTKDbITbIX
UCTOYHUKOB. ABTOP AaHHOIO IMCbMa, PaBHO Kak v ropuanyeckas gupma AJIPY/], He HeceT
OTBETCTBEHHOCTb 33 TOC/IEACTBIS], BOSHUKLUNE B PE3Y/ILTATE MPUHSTUS PELUEHUI Ha OCHOBE A3HHOU
uHGopmaLm.

B cnyyae BO3HMKHOBEHMA MapI/IH OcramieHko

BOMPOCOB, MoXkanyincTa, MapTHep
CBSDKUTECH C [MapTHepamu KoMMepyeckoe npaso,
AJTPY,

A NHTennekTyanbHas

COBCTBEHHOCTb, 3alUmMTa

C yBaxeHuen, JaHHbIX 1 Knbepbe3onacHOCTb

Opuanueckas pupma AJNTPY/,
E: mostashenko@alrud.com
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